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W Aol FY92UNN ASEe FRIRAAT. TAE golE

fou, ol | o4 71& 8ol ohuth BE /1&AA §oirt AH GolE 4
$8 @Ye A M9 ASE AZHNR F Uk 2 7]Eol

Wgow AeHAHE S0 26, 3G, LTE 5), B 1 71%5el 984 g&ol
28 FARES] =l 08 Aol AAH A9l Packet, £ DPl 5

Go| Aol obx 18l WAL YOou ofukE FAbe| Aol P
Azko] k. 49 WelolElBig Dat)el Athel o} 71 Fad Aels A
855 Zlo] e s&oleks HolA, olnkE rlsRThe

s olol W@ FEol FHFA Ao BErH] wEolh

=

o] 22 oHF A=z FYHHA Xt A= =L Ao diste], A
TAA @S AEE Fds] s AHEHe 2ot BAY dFFER mgols
SHAIRE, 71 Z2ad e e AR F'Y FE £ gl dHEoin. HH ol
Hele %0 443 2o dEHA Xt = A AN I Ade siF
7] f% =oE AAdv= A AAV Zed g oy, OfeE Estal = A
HFEY =AY o] ZWsH JAHE Egolth oA olFxX e IHd &
o] Jhe =ovh vtEA Badk AIRIAIE BE Aoty wEbA ojHe o] &2
olF T IAZ HE RS HojEe FE= UFSIE stal, 2 Aol theko

rlr
A
1
1o
[-40
-
=2
o
N
I
™
0_10{;,'4
O
fr
=)
o
T
N
u
e
0



1. zexdzgel Ay

1 A GolAe F2

L1 W3 geAe 2w

WA kel Y9IB BAStel WHoE Prhss sHEolth Ldd zte] A
t SEW 44% AT gt 2o A% WA YSE AHESE Bee] Wl
A Qe AAe] mE AT BF AL A Aokn Bk gepd FAHA W
Y5 Ee BUI BHIATD YA HFL vEste] HAH BH, AFA 54, n
% A=, AAR e, ANAAY, Al 53 e ATAHGAH WS P& o}
T 4 drks Aol WA MY ZendPe] Fyolth YEHEA WA, Azt
of W% FHol WA AAH 54 Urhol wpA AEH go| AArirt S5
=42 AInR AAFE Aotk & “AFL I AR B4 BIRT = Ao
8 2 5 QAT weF A% WUE Ye A5 T Bl Breta 1 3
gol Y VR A4, BF KL YT AP FART oA oF fPUR
shefg 4 gtk Aol WAl Bk Zeadolth. ot AN Y%
Ee shopstan St B8] sl MF FBlIA Ao 1 ASS ART A
oleht AM FEF A8t AUTkD

. ARt M e Z2RAY

AAS A weles ZE2ada e ‘dolg ZEuYd®’ (Data profiling)e] &L= Ab
] 7 to]E] Az2eof tiel d@e] dlolE AAF Hats —’Ff@?}
S ZX HlolEld] #AI FaF AR} FAXE TS A& DItk dlo]EjH o] 24
= 3k AR ZHE Foj9d+= A 2l(hidden knowledge)S A5ZH o= %%‘5}{— 37
= ‘dlolg nmlo]y’ (Data Mining)d} Eg&FHo] ALREHE Zo] I =
EH tlolEj o] 2 Wil A ofw gt (=2 3 E-, ‘n‘/‘}’“ el oa ) A 3
+ AXE Fohdle A=A &FY HolH HFolAd F&3 FERE FHS = #
=2 oumdty. 1 FAHL A FADiscovery)’ ¥ 7 Z(Verification)® <]
AR “7”3%‘31'. THeF diojE e LFEHES 9% RIS HAAGTH, b ]HA
A AaE T3t 2R/ rbsAol e A oy o] THEHT
4o Id AF @9AEF FE B4V FAE AAHA olE FAHES H]O]Eii
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1) o] ©@=ro] 93t Y& <http://www.dspress.org/news/articleView.html?idxno=4760> ZAAd: 2015.2.11.9]
A Q1851

2) o] <http://terms.naver.com/entry.nhn?docld=819914&cid=42344&categoryld=42344> H HU: 2015.2.11.9]
A Qgsteirt.
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AR AZ7HAZE A otk O U, A" FASR HolH 3% ZET
Holg 3<s EdE dAs g Holgulo]2E FAlste LR7HOH WIS =
stAY Asste FHE JA¥st=d olE AT Ex dloly HAKData Auditing) e}
I T e HitstelA e HolE ZEadRE, HolHe Fx -l - FEde T
Astal JHdskr] s AdEE Bgd 24 Ve E3ud

1.3. ARFtoA e Z=wydy

ARt A W= TEuAdy S ‘Dataveillance’ = oS AZEH HTo 4
t}. olx “‘data’ ¢ “surveillance’ 7} €HA B AFxojEA, 1 I
‘Hlolg ZA(EH) olgte ou|E 7Rtk o]# 3k ‘Dataveillance’ £ 4233}
‘EZEUY’ olgta Itk olyd FHL olF] 0dREYH AT A
0.5 = AR AREE7] 9 Sl g dds A= =@
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3) o] &2t £ Q3st Y& <http://www.dqc.or.kr/guideline/3-2-0.html> ZAA0A: 2015.2.11.0|4] <Q1-&5}% T}

4) Ferraris V./Bosco F./Cafiero G./D’Angelo E./Suloyeva Y., Defining Profiling, Working Paper 1 of the P
rofiling Project(Protecting Citizens” Right Fighting Illicit Profiling, 2013), 2%.

5) “Profiling is a data surveillance technique:--”: Clarke, Roger, “Profiling: A Hidden Challenge to the Reg
ulation of Data Surveillance” [1993] JlLawInfoSci 26; (1993) 4(2) Journal of Law, Information and Scienc
e 403, <http://www.austlii.edu.au/au/journals/JILawInfoSci/1993/26.html> ZAMA: 2015.2.11, 1Z=.

6) “--- the schematic representation of a person's interests for use in information retrieval (Concise
Oxford, 1976, p.885). The term ‘profiling’ refers to the process of creating and using such a profil
e-"t Clarke, Roger, 99| &, 2%.

7) “Profiling is a technique whereby a set of characteristics of a particular class of person is inferred
from past experience, and data-holdings are then searched for individuals with a close fit to that set
of characteristics.”: Clarke, Roger, &49] &, 2%.

8) profiling is a process of construction of a series of information (a profile), which is then applied to
something or someone (individual or group) by techniques of data elaboration: Ferraris V./Bosco
F./Cafiero G./D’Angelo E./Suloyeva Y., &9 &, 3%.

9) Gloria Gonzalez Fuster/Serge Gutwirth/Erika Ellyne, Profiling in the European Union: A high-risk
practice, INEX Policy Brief No.10 (2010), 2%



T e I FAvb digk ZEsdS JEstr] fsiAelgta o & ‘=&
(uncommonly) 2’ , ‘E=+A(uncommonly) ©&3st’ | ‘=& A|(uncommonly) &7}t&
= o] d&HE A2 EHS FPFel dojd ‘ZEQRY’ &, tAE A
stye} AgHlnLsle] ‘= %2’ (extraordinarily) ‘ZFAY
A G2 Az tal ‘AAFoZ 9F’ (potentially risky)stthE #E]
g1, o] Ayt 9d Hdxryt b2 ‘Hls’ o] Hu= Zlo] Aotk
KDD(Knowledge Discovery in Databases)Oz}ar 3 3t}
gk HlolH wloldol tiaiA= WA ARE UAE AEREREYH (FRth A
21 AW Al AHREHE A5 7l Wolgta AW3itth HolE wmioly 7]
Hell st ‘FEldd gioez gk dubAE<l A <&’ (the usual predicate of
reasonable suspicion)< 7|HFS. 2 sl ‘ARREZIHES] HA” (subject-based searches) 7]
Ha, oAl thdAte] AAAdS W7l f13 dloly #AAY d3(E)H g ol &
theory or theories about the predictive power of data linkages to identify suspicious
individuals)-& 7|Hte. 2 3t= ‘e 7|vke] do]E nlo]yd’ (pattern-based data mining)
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e AFHIL vk AT ol @Aste|Me] ZevidYe] tg el ALsshH el

‘B7b & AR Zele B 5 Atk E @A AWE Zeadde Uiy e f
M7 g Tk 71EHOE AFHL JE Aol BAF Fol/I= stk A dold
slolgo] & o Z1€H AAE AU ke Fe BT + o, dedl A
Mol Ao ¥ 0 g 2 BAYel 87 & Ut §oUL ¢ or, Y
o} FAe BE AWSH uYZe WA AUtk AL HAY & kL)

2. HAQA IFAA9 HE
11, ‘ABEHRZT’ ZYojAe A

AHEES Ao Z2ad o] g HF2 oln EUY dHo|H X S A X(the Data
Protection Directive)oll Al A ZHE| 52 T2 AMo|th1d) ey o7|de T2
Foll tigk HAIZA] dgo] fIATh oo FHolo] FUT AAANA Z=aAdF ol T
BAZAQ AHoE A% A E  ‘GDPR(the Draft General Data Protection Regulation)
article 20 A4 AFA ‘CoE(the  Council of Europe)d HiE
(Recommendation)” A2l HolFA4de & 4 Aot

10) Ferraris V./Bosco F./Cafiero G./D’Angelo E./Suloyeva Y., 2t9] = 7%,

11) “Data mining refers to a series of techniques used to extract intelligence from vast stores of digital i
nformation.”: Ira S. Rubinstein/Ronald D. Lee/Paul M. Schwartz, Data Mining and Internet Profiling: E
merging Regulatory and Technological Approaches, The University of Chicago Law Review (2008), <htt
ps://escholarship.org/uc/item/2zn4z6q4> 7AAA: 2015.2.11, 262%.

12) o]o] B3t XM= Ferraris V./Bosco F./Cafiero G./D’Angelo E./Suloyeva Y., 29] Z,

13) Directive 95/46/EC, article 159]4]12] ‘automated individual decisions’ B¥& astc}



“automated processing intended to evaluate certain personal aspects relating to

this natural person or to analyze or predict in particular the natural person’s
performance at work, economic situation, location, health, personal
preferences, reliability or behaviour” 14

“automatic data processing technique that consists of applying a ‘profile’ to
an individual, particularly in order to take decisions concerning her or him or
for analyzing or predicting her or his personal references, behaviors and
attitudes” 15

Lolrt o]E AlSstal Y= ‘Article 29 Data Protection Working Party’ 7} A A g
oA =R B Faol st

“Profiling means any form of automated processing of personal data, intended
to analyse or predict the personality or certain personal aspects relating to a
natural person, in particular the analysis and prediction of the person’
health, economic situation, performance at work, personal preferences or

interests, reliability or behaviour, location or movements” 16)

ol A ALY &S BN BY, 3A 3de FERE VAL UdS5E ¢ F Uk
Hx zEadde Aa AssE g (automated processing, automatic data
processing technique)olgts= A, 28] 1 7He BX 3 o Z=(analyze or predict,
analysis and prediction)o]gt= A, Ao g Z2uldeg o] thae A= AlgH(natural
person, individuaDe]gt= o] 1A olth o] 37X 9 84S AAs B ‘AFEES T
Fo R ZAFstE EAS AAsta olE B3 AT AR #el o SFste AssE
HA olgkal AYs) & F AT A= HNFEAAY AR
<, electronic meansi?et Akt o iz}, Abgol ‘g e I 3o
= Holgkar 293t & o

ol A= ZfolmAet FHREZ, Ar|AAAR Ao Y, MUY WE4H £F

rr

N
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)

;Y

X

-0,

14) article 20, Proposal for GDPR, 2012.

15) paragraph 1, CM/Rec (2010) 13.

16) Article 29 Data Protection Working Party, Advice paper on essential elements of a definition and a p
rovision on profiling within the EU General Data Protection Regulation(2013), <http://ec.europa.eu/just
ice/data-protection/article-29/documentation/other-document/files/2013/20130513_advice-paper-on-pr
ofiling_en.pdf> ZAA: 2015.2.11, 2-3%.

17)  Protecting  Citizens’ Right Fighting Illicit  Profiling, Final Report Profiling (2014)
<http://www.unicri.it/news/files/Profiling_final_report_2014.pdf>, ZAA: 2015.2.11, 13%.
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L2. ‘“HF4AA° oA e A9

ZE2dd G R HFet BHste As AR AU Ak WA AFAE
wAe AAdA =
Racism and Intolerance)®] “dxF A& HiF’ (General policy recommendation)’d€]
o7k vz 18 %ol

< %24, ECRI(The European Commission against

racial profiling shall mean: “The use by the police, with no objective and
reasonable justification, of grounds such as race, colour, language, religion,
nationality or ethnic origin, in control, surveillance or investigation activities” 19

O

Ayl mkel Zol =AdAHAA =dA= AT,

2 ‘2 el 71
Fol HE B LAYyl Hojo] Holglow, ol =]

L=
[e)
=
AAARE AL
I =

ZEAHE v AL FASIL Yrh olF Fa BaoA =3 zi#é
B3 FH3 AoE Add £x Aoy, I A W& Hed ‘by collecting
data’ 2t BEES WASIL IS EE 74 HAE dMst=d o] FrR8A

5%%%%4.£§%%%ﬂlﬂﬂ@

OS5l 2= vag22RIF 1A= dFAd  ‘NAI” (Network Advertising Initiative) €]
A& A e W8S TS FTC(Federal Trade Commission)e] #ar&E2de] S4&l+=
AolE = & 9t} v oo A|EFSeE HIANE AXHE T AuELS I DujoA tt

&3} o] A&sta Ut

18) Protecting Citizens’ Right Fighting Illicit Profiling, 2t9] =, 15%.
19) paragraph 1, ECRI General policy recommendation No 11, 2007 <http://www.coe.int/t/dlapil/codexter/
Source/ECRI_Recommendation_11_2007_EN.pdf> ZAIA: 2015.2.11, 4%.
paragraph 2, ECRI General policy recommendation No 11, 2007.
paragraph 1.2, ECRI General policy recommendation No 11, 2007.
Ferraris V./Bosco F./Cafiero G./D’Angelo E./Suloyeva Y., 29| &, 19%.
FTC, Online Profiling: A Report to Congress, Part2 Recommendations, 2000
<http://www.steptoe.com/assets/attachments/934.pdf> AAAd: 2015.2.11.

20
21
22
23
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NAI companies will not use personally identifiable information about sensitive
medical or financial data, sexual behavior or sexual orientation, or social security
numbers for profiling.24)

S Buo WFE Aysjokan 7ol
ARG T PR Hu YonE wEs 21 SO 4o olHE A
ol 4 97 Weoltt

mn. vew

AFNAY AEE AYPstHA A7t =7A F iAo BHS 9w HuA 25 v
A1z sty Z2atdEe] digk HAd YoM HTE ZEaddo] S F
Qe AL s HA Fr7hE I vdrtsdey 2ARE 4o dn S T2y
ob7|et= MAA-ALE A Q] oAl ‘F’ Eo| vIE Tzlolt. wEtA] o]E WA
3t7] Y8l FEE nEsAY 2204 A o FAEA HE g2 AdHT
gt ZEaddgolgt ‘P9 m= AHg(processing)’ , I AATE HASE FAVF

shelt o3 ool dith S BHOZ s AWS U o

SR o =2
st B4 s AddtE EA4, & A3ty £94° 3 #HE o] R olfe
ANE 1HHA Fethe =4S AL F gk BT dA e os 229 dd
o] A= olo} TYS ETAVF TAst= Aol Aot Ty @A AFA AL
He ZE3YY JHELS BiEHe Fd HaEHe Al i ol @, = Bl
of A9 AFE olv B uk Qe AEolTFAL QFH F Ak

24) FTC, ¢9] &4, 9%.
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HEs Wder she ﬂh?l% A ZRasel zg oﬂ H3le] Z23 o3 r)xd
Aiel Zabolu Al EAA 7 A AAHer Zibd oz vehd b Qv mEARE
S dislele Ao r =S sga, =aAe vaiAe Bekd g%
g A9rt SAZ geEe 2013, 9. 24, #6383 %ﬂ]oﬂ oAl ZElolWA] o] A
A UNApel A oAl Aud A2, felEE s A" AY e
Zglolnl Al Aocto] 68/1672 7 F3H 7] s}gguw Holo] 2014, 6. mHFER
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AR el s
e

ato] FrEPATAE A8t Mk ool 3P
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el FANE O 9= NP RS I ol A y_iﬂwo Aotk oln &l Y
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2 ARACR kEEe AFelMe g a8vs e Ax vk dvks0 5, gig

25) Terence craig and Mary E. Ludloff, “Privacy and Big Data” , O'Reilly Media, 2011

26) W Alg, M 7188 “AwxE XA 0 S AW 40| gad xEZ0T 22t 745, 2014. 10. 30.

27) http://gadebate.un. org/31tes/default/fﬂes/gastatements/68/BR en.pdf

28) http://www.ohchr. org/EN/Issues/D1g1ta1Age/Pages/DlgltalAgeIndeX aspx

29) B A, Y ZAHWs] “AxE A O 5, AW £9] TR|E AHEZO]7 22E 745, 2014. 10. 30.

30) Helen Nissenbaum, "Toward an Approach to Privacy in Public : Challenge of Information
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b AR Al Bag Aole] Bash AR Af2e olFel B 19954
109 2490 #9213 @ o|Ak8] 95/46/EC A H3D (o3t "EU AN HHEEAH"),

EU MAARREAH mad, AR Ao Adugry Adksd 4d
AARFA)N Bdd ARG nsie], o] W AEr7Hsg Algrelel &, Ao
2,58 ARE WE T AAH, AYA, FAA, ANA, FAA, B3 w2 AL

A A9 EAE st ol FEstel 1 ANS & F U AT YUAHEY
]

AR BExZ A2 ad). U AAAZRBIAH AR Ao Utz o

(2) ditd oz I AMAARE] A2 17

EU MAIAR BoAZ A7xE A7 Al F e 4
o= qrAsta vk 9 A wEad (a) AJBEFAZE HusiA FolE 3 FF,
(b) BEFAZE SARARL Alke] old5 AstAY AkE AAdstr] el Xéiﬂx—iﬂgl
@gel mE A& Fst] fsetol Bag A5, (¢) BATE wefop & WA o2
71 skl 2Qa3k 49 (d) AEFTA L FQ3H(vital) ©]= E_Q_S]-ﬂ 215}
A5, (e) edEHe AFE sy ffste] dad deu, At 24
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Technology”, Ethics & Behavior 7(3), 207-219, 1997

31) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data
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Aycre] MR RS L AREAH(PIPEDA, Personal Information Protection and
Electronic Documents Act) A2% A|1&e] w2 7jelA wE= 2187153 72l
g RS Yu|gntal gt Eo] glenl, ol dwhA o R FUNE MR E LT
= Aow sadrt.

Aucte] AR RS L HAAEAME A7FE A1 AHFAL T 2A02glo]
MABEE A 5 A= 2ATAS T 3ok ol waEw, FRFA ] 14 o
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7EAAEE e r Ao g e A, (b) AEFAY Yoy Foste]
o] Jrol FeAz 7tgAS éll-é% Aol ddE= Zol delHolal, I o] |4

o] £ful, 7H‘/}‘jr“4°]‘/} THO QEkel Af- (¢ ) I HAHIFFHo] 222 AE, Oﬂ
34 EAQl AS-, (d) ARV 3/ o R o] 875 (publicly available)35) sty
of ¢falo] ]é’éﬂi o—roﬂ I A7t 7hessk Ae=wm fFAHEY. (A7E A1)
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AR} 3/l o= o] &rbsd AE HAEFTAY Aoy &
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L7158t ARE  EASE A (Regulations  Specifying  Publicly  Available
Information, SOR/2001—-7"S AAsIA =Y 14 A1 Al(e)ddo = A x|, Al
T2 AHE F/MAHSRE o]87sd AxE AAskal Q)

oo} Fyste] Myttt JAARKES F HAEAY Al HldolH el dye
1R 83 st Yu|gl= ARl AT ANyt AAAHRESAAI =
AAE vl =Y 2 olH A4 (business contact email address)2f &A%, @ o]&=
At AR RS 9 dxpEA o] Fostal e JHAAR R, @ AAY N

2 o]g7lset BRE E ¢ flvdta ddslgitt. 53] JERFAE dgFaE
i < 23 AdE= s ddetA RS Aol HE i
H71% ST olw AUttt MAARRS LS = fodl AAIS o]w o]
4 F AR A (editor) 24 AAEE AP A= Aol 3/MH0RE o] &7t
g MNP REIE H ¢ AT, ol = ojHAdF A AMARIO R FUF SR o] &

35) F7/IA g2 o] 87tseh AEY HL /A EFAZREH £AQFE HAXNAFE HAlze LAEH U0},
AAeo] Ao FARE FIe] wHE £ ot
http://www.oaic.gov.au/privacy/privacy-resources/privacy-fact-sheets/other/information-sheet-privat
e-sector-17-2003-privacy-and-personal-information-that-is-publicly-available
https://privacy.org.nz/glossary/#publicly
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36) PIPEDA Case Summary #2009-013 https://www.priv.gc.ca/cf-dc/2009/2009_013_0602_e.asp
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http://www.msip.go.kr/www/brd/m_211/view.do?seq=1119

38) ez upsty “digjolg| Ho] 2013 B =Atg", 2013. 12. 18. \
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"Profiling that has the effect of discriminating against individuals on
the basis of race or ethnic origin, political opinions, religion or beliefs,
trade union membership, sexual orientation or gender identity, or that
results in measures which have such effect, shall be prohibited.
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1. Wdoly AAARRE sfo|=eelo] Bale ofu

7k BHOlE AJAREES 7ho =gl F vl BE7E e HAA7W
- WE9E 20149 129 239 ‘Mldloly /AR KE G Jlol =gl (o]sF Vel =2

T TrelEEelS AR FelA A EE o zﬂd% 7k GEE 3
s 55 98 AQAT Ak & A&

L 7tel =Rl AMAARESHE futetes W8S Ha o

- OWEAE sloluekele] WS thewt ol METh
- cwdlold Ael AN S99 dolHel ANHR EFE FS, oS U A
B2 QASAY e st APsIE 54 AN AEar] g s
e 247k AgAtd 59 28] HeES Aok AAAES] A B3
A9e AxsE] A8 @D WY NelA FAY AR 52 FUHoR £7-2
8% 5 Qe FAHA 7EL AT Aol
- sdjelEe] 4R WA AAARE N st dtjee 2324w
oA ThE gush sl AEE B F e AFsAol A= A4S wEA o
2 24 WBIEAY FAHQ WU 20 AFES FASY
- oA slel=ehele] gL wAMBlE, stolselele] HANsE Bl
A rob @ ows Aeshe At Wa, @9 AARLLTHe] s
g5l Tgslol At
2. 7tol=elle] o} ALG £
7} WEe EFHA §oig g Bt
- WA goldl HUE T olfE BHeAL oY oz AgHE A
BaalA 5] 9ol
Legole] oui durA o Aol ARE WS AEHAL ASE ] wet ZAAE A
o] Shte] §ol7h ofe] Eom Mol 97t Wrt. ol 5ol 1 WelolA of| oju]z
T 8012 ALEEETtE WaeAl o) Bozy W A 48 Ed 9e 5 ) o
sh ol o) ftge WPAN Y] were Austa, WA P ol A AT 5 U= B4
& AT P olfel, o2 EROIA AT ALEHE §o1E vlel shbel xRN AHa Fo



= 1Ak @tk AlsE A sgE o)
WA onE 4] ofFA & Selvh glrh?

(1) vj2dsh - 3 A

oomAEsR dolg gt A, gAY, A, WRS, doly vy
52 Ba AAARe] AR E= ARE AASAL GAFOEA TE 4w
S A Aol 54 AAL HET S YES = 2AE Foc
- omAEs s s AAgRREE e ARG L obd Aol so], el
BRSNS Hgo] A e}
o Wb oA rhE vlolmalele dMd WS AWeda sEed 3
gahe o]
o lolm kel A Aeld wlAEskE Ao mAEshE A7
o uAEslE goli 2% ALgE gofolth
o Ngnn Sl HEEA oew wA R oheh oW At Hof
NS AW Aol glojok gk

(2) BEAE Al=d) - F WA w4 s

- JolEgele] FmAE Azl Fe

o ARAY Azeld T AAAR Ex o] UGN 52 AHow
AR AAC o) 2F-RA 5 ALstel A AnE AHsE Axd

- lelEele ARAYA LY Teadu A% £d
o oEpsage ug gdsn e Adgue] A, AAGeR FHe B

24 WHES 445 B3 5 O BTCIAA, WA E)

2] AT TN AW, ol (W, 3 (PW, 5 /RN Agst golst
AL EFse] 2 Folt A5t Fol PES TS o] MFAs. Wy YEgel
golg FAAPoRA W 74 8l P olshE o A4 F 5 A W) QA ARoIA
%W S U 9asl ANE £ Q] dEIth AEEEY #7E vsh FHold gol
ol wael oug ) olfA ¥ et lonR, s dwHoR AgEE fole
gol 9l §ol ol slok ek W /heHl oW g0 Hold Wart bl Bl
T got AVE ojele) thebyat 1 gol7t WA AA s mEN WY B FoA
of upeh el o wekaol & Aotk ela o} Felsk gl Aol AT FAol et

sekalof & Aol



7}. ¥ A4 3}(de-identification), <} 3}(anonymization)

- M A =R AR bl 9.

R R e 7HLﬂEU:}T‘E ol st Mds AR

- e A= HAES s olE ARESHA &AL, o siEle &olE ARER
- Ed e M 7H"Ji}(depersonalization)%] = golE AREEh

. st g Ao 7AS & AR

- 9w 3tE A H(anomized data)ol Wigh FolE HERE E ZA7F? AA

=7k

2133} Directive 95/46 EC2] Hl&=
ok

B 4 =

Aol AR ThsAde] flims HatE vy &g AR Q1A

A He FAoE EZIA|7)A] 23, Recital 26.%] <lH3slE dlo]E (data
rendered anonymous)e] w3 ZIHE %, 7)o T
(o2} o

o]4H(‘no longer

s -
possible’) 28 E 7FsAdo] gltd. /AR E BA de=vhar 3

7Ve A H)7F ?<4E$i1]7} =

q T
B3 WA AAISO 29100, 2011)5

3 :LE+E1I 0] 80l vzl

@ EEA Ot 9e. R M ARE 98 A8 E
) e

AR
g mE A3 HHom S AU 5 YRS

4 "Whereas the principles of protection must apply to any information concerning an identified or

identifiable person; whereas, to determine whether a person is identifiable, account should be

taken of all the means likely reasonably to be used either by the controller or by any other person

to identify the said person; whereas the principles of protection shall not apply to data rendered

anonymous in such a way that the data subject is no longer identifiable; whereas codes of

conduct within the meaning of Article 27 may be a useful instrument for providing guidance as to

the ways in which data may be rendered anonymous and retained in a form in which

identification of the data subject is no longer possible;”.

> "Process by which personally identifiable information (PII) is irreversibly altered in such a way

that a PII principal can no longer be identified directly or indirectly, either by the PII controller

alone or in collaboration with any other party”
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modification of personal data so that the information concerning personal
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or material circumstances can no longer or only with a disproportionate
amount of time, expense and labour be attributed to an identified or
identifiable individual.
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6 Section 30 Storage of data in the normal course of business for the purpose of communication
in depersonalized form (1) If personal data are stored in the normal course of business in order to
communicate them in depersonalized form, the characteristics enabling information concerning
personal or material circumstances to be attributed to an identified or identifiable individual shall
be stored separately. Such characteristics may be combined with the information only where
necessary for storage or scientific purposes. (2) The modification of personal data shall be
admissible if 1. there is no reason to assume that the data subject has a legitimate interest in his
data being excluded from modification or 2. the data can be taken from generally accessible
sources or the controller of the data file would be entitled to publish them, unless the data
subject clearly has an overriding legitimate interest in his data being excluded from modification.
(3) Personal data shall be erased if their storage is inadmissible. (4) Sections 29, 33 to 35 of this
Act shall not apply.

7 Spanish Data Protection Act, Art. 3(f). “any processing of personal data carried out in such a way

that the information obtained cannot be associated with an identified or identifiable person.
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«  Single out(Z7RE 3H)°

« Linkability(14 7}Fs)!!
« Inference(F& 7}s4)?

8 Tor 15t 29 2 EE Opinion 05/2014 on Anonymisation Techniques(2014 42! 109)

Q| Xt& 12 T O|X|
10 Q] Xt& 11 M| 0|X]|, Singling out , which corresponds to the possibility to isolate some or all
records which identify an individual in the dataset
1 Q] Xt& 11 M| 0| K], Linkability, which is the ability to link, at least, two records concerning the
same data subject or a group of data subjects (either in the same database or in two different
databases). If an attacker can establish (e.g. by means of correlation analysis) that two records are
assigned to a same group of individuals but cannot single out individuals in this group, the
technique provides resistance against “singling out” but not against linkability
2 2 Xt& 12 m|0| K|, Inference, which is the possibility to deduce, with significant probability, the

value of an attribute from the values of a set of other attributes.



Is Singling out  Is Linkability

Is Inference still a

still a risk? still a risk? risk?
Pseudonymisation Yes Yes Yes
Noise addition Yes May not May not
Substitution Yes Yes May not
Aggregation or K-anonymity No Yes Yes
L-diversity No Yes May not
Differential privacy May not May not May not
Hashing/Tokenization Yes Yes May not

(A : g3 A 29& EHoHE Opinion 05/2014 on Anonymisation Techniques, 24 I|O|X|, 2014

4 49 102)
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2 X+=Z 24 IO X|. As part of such residual risks, take into account the identification potential

of the nonanonymised portion of a dataset (if any), especially when combined with the

anonymised portion, plus of possible correlations between attributes (e.g. between geographical

location and wealth level data).

16 Q| Xt=Z 25 0| X|. Technical elements: - Data controllers should disclose the anonymisation
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technique / the mix of techniques being implemented, especially if they plan to release the
anonymised dataset. - Obvious (e.g. rare) attributes / quasi-identifiers should be removed from
the dataset. - If noise addition techniques are used (in randomization), the noise level added to
the records should be determined as a function of the value of an attribute (that is, no out-ofscale
noise should be injected), the impact for data subjects of the attributes to be protected, and/or
the sparseness of the dataset. - When relying on differential privacy (in randomization), account
should be taken of the need to keep track of queries so as to detect privacy-intrusive queries as
the intrusiveness of queries is cumulative. - If generalization techniques are implemented, it is
fundamental for the data controller not to limit themselves to one generalization criterion even
for the same attribute; that is to say, different location granularities or different time intervals
should be selected. The selection of the criterion to be applied must be driven by the distribution
of the attribute values in the given population. Not all distributions lend themselves to being
generalized — i.e,, no one-size-fits-all approach can be followed in generalization. Variability within
equivalence classes should be ensured; for instance, a specific threshold should be selected
depending on the “contextual elements” mentioned above (sample size, etc.) and if that threshold
is not reached, then the specific sample should be discarded (or a different generalization
criterion should be set).

72| Xt& 25 | O|X|. Contextual elements: - The purposes to be achieved by way of the
anonymised dataset should be clearly set out as they play a key role in determining the
identification risk. - This goes hand in hand with the consideration of all the relevant contextual
elements — e.g., nature of the original data, control mechanisms in place (including security
measures to restrict access to the datasets), sample size (quantitative features), availability of
public information resources (to be relied upon by the recipients), envisaged release of data to
third parties (limited, unlimited e.g. on the Internet, etc.). - Consideration should be given to
possible attackers by taking account of the appeal of the data for targeted attacks (again,

sensitivity of the information and nature of the data will be key factors in this regard).



- A MAARBITHA A B AHE 3 folgR = oiElsl folgHE E
al

A Form 7H°1X4£Egm4

gololl FdsloF 3

- ARG, ASEHS MJAARE “dol Sl el B3 ArnmA AT,
FHEEHE 9 94 5 Fato] /9 dob 4 e Fueid Junow
54 QS ok & fiudw e Ausk 4 AR Loh £ A=
A% EFAHE LI D 4o

- o] A= AT AR ET A JHIA R ] GO Aoy, A= At
¥ GDPR| MAAm] Ao F4 %o}, el MARRS Bd PE 7]
drol e Aot AA tEA Fe

- gGANERE B™e] 59 e, olE 543 A9 VIR ouE T A
= oro.
JE =]

- A, AYFAe =8 ASARFE FU ARE geto] Jile] A¥dE JheAd
o Avtd VAR Z 5. o, HlE, AZE, ZlmelA W How FeiAl I
gk welo] Q% FFoletd A9t

- E REE DI

Hs 4g o7t 254

—‘O

6. @3l WA AN ANIARLE FHE F AAL 4BF 5 QA e A A

Sk iy

L ANAR FHAY Fele] A

A AAEE SR AIARE ST s AARRTFANA S
GEH, WA, AAGRFAL Ael, BEARI U FPo Fol5h
obE Hrhe A9 AR A

o}
o

18 (1) 'data subject' means an identified natural person or a natural person who can be
identified, directly or indirectly, by means reasonably likely to be used by the controller or
by any other natural or legal person, in particular by reference to an identification number,
location data, online identifier or to one or more factors specific to the physical, physiological,

genetic, mental, economic, cultural or social identity of that person;
(2) 'personal data' means any information relating to a data subject;
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